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Abstract 

Epigenetic modifications have long been recognized as an essential level in transcriptional regulation linking behavior 
and environmental conditions or stimuli with biological processes and disease development. Among them, methyla-
tion is the most abundant of these reversible epigenetic marks, predominantly occurring on DNA, RNA, and histones. 
Methylation modification is intimately involved in regulating gene transcription and cell differentiation, while aberrant 
methylation status has been linked with cancer development in several malignancies. Early detection and precise 
restoration of dysregulated methylation form the basis for several epigenetics-based therapeutic strategies. In this 
review, we summarize the current basic understanding of the regulation and mechanisms responsible for methyla-
tion modification and cover several cutting-edge research techniques for detecting methylation across the genome 
and transcriptome. We then explore recent advances in clinical diagnostic applications of methylation markers of vari-
ous cancers and address the current state and future prospects of methylation modifications in therapies for different 
diseases, especially comparing pharmacological methylase/demethylase inhibitors with the CRISPRoff/on methyla-
tion editing systems. This review thus provides a resource for understanding the emerging role of epigenetic methyla-
tion in cancer, the use of methylation-based biomarkers in cancer detection, and novel methylation-targeted drugs.
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Introduction
The term “epigenetics” was first coined in 1942 by Con-
rad Waddington to describe the study of phenotypic 
changes independent of genotypic differences in various 
biological systems. More specifically, epigenetics refers 

to heritable and potentially reversible alterations in gene 
expression that do not change nucleotide sequences in 
the genome [1, 2]. The most common mechanisms medi-
ating epigenetic regulation include DNA methylation, 
regulation of non-coding RNAs, and histone modifica-
tion, among which, DNA methylation was identified first 
and is the most well-studied [3, 4]. In 1948, Rollin Hotch-
kiss of the Rockefeller Institute for Medical Research 
first discovered cytosine modifications. Subsequently, 
Gerard Wyatt identified 5-methylcytosine (5mC) marks 
on both animal and plant DNAs, representing the first 
DNA methylation type reported in eukaryotes [5]. These 
5mC marks are mainly located upstream of guanine (G) 
in the DNA double-helix at so-called CpG sites. CpG 
methylation alters the geometric, mechanical, and phys-
icochemical properties of DNA, thereby affecting critical 
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molecular processes such as DNA transcription, replica-
tion, and chromatin remodeling [6]. This breakthrough 
discovery of 5mC led to the identification of other meth-
ylation types, such as N6-methyladenosine  (m6A) meth-
ylation, histone H3 lysine K4 (H3K4), and H3 lysine K9 
(H3K9). The transcriptional regulatory effects of these 
modifications have been shown to play essential roles in 
numerous biological processes, such as genomic imprint-
ing, cell proliferation and differentiation, and embryonic 
development.

The process of carcinogenesis is strongly associated 
with various molecular changes, such as genomic insta-
bility, epigenetic modifications, transcriptomic altera-
tions, and post-translational modifications [7–10]. The 
alteration of driver genes through DNA nucleotide 
changes has long been recognized as an enabling char-
acteristic in cancer progression [11]. Furthermore, dys-
regulation of methylation, which plays a significant role 
in gene expression, is observed in cancer and contributes 
to the development of carcinogenesis [12]. A compre-
hensive study examining 4302 tumors across 18 differ-
ent types of cancer has demonstrated that driver gene 
mutations are intrinsically linked to the abnormal DNA 
methylation status, and these driver gene-associated 
methylation patterns can effectively categorize hetero-
geneous tumors into more homogeneous subtypes [13]. 
Additionally, Saghafinia et al. [14] conducted a study on 
a group of 126 patients with Wilms tumors to explore 
the potential role of aberrant methylation in pediatric 
tumors. Their findings confirmed that aberrant methyla-
tion patterns could serve as a hallmark of cancer in bio-
logical stages with relatively low mutation burdens. The 
cancer genome and epigenome are intricately intercon-
nected in the development of oncogenic characteristics, 
with disruption of methylation patterns considered a cru-
cial factor in tumorigenesis [15, 16].

Research attention has more recently focused on the 
contribution of DNA methylation to the pathogenesis 
and development of various diseases. Aberrant meth-
ylation activity has been linked to the etiology of many 
diseases, including cancers, cardiovascular diseases, and 
autoimmune disorders [17]. Abnormal methylation pat-
terns are ubiquitously found in different cancers, with a 
characteristic reduction in global methylation and con-
comitant increase in local methylation levels [18]. By 
comparing differential, allele-specific methylation pat-
terns between normal and tumor tissues, including mye-
loma, B-cell lymphoma, and glioblastoma, Do et al. [19] 
found that aberrant DNA methylation is a leading risk 
factor in some cancers and other non-communicable dis-
eases. Furthermore, DNA methylation could be used to 
accurately distinguish different histological stages in the 
development of hepatocellular carcinoma (HCC), thus 

demonstrating the potential value of these modifications 
in disease monitoring in clinic [20]. The  m6A modifica-
tion is a well-established regulatory mechanism driv-
ing tumor progression [21]. For instance, Pan et al. [22] 
found that the RNA methyltransferase, METTL3, was 
highly expressed in colorectal cancer (CRC) and closely 
associated with overall survival and prognosis. In addi-
tion, recent work by Hogg et  al. [23] uncovered links 
between epigenetic modifications and immunological 
status in the tumor microenvironment by analyzing the 
roles of histone acetylation and methylation in tumo-
rigenesis and immunogenicity, and proposed therapeutic 
strategies targeting epigenetic regulation. Methylation 
thus plays an essential role in tumorigenesis and dis-
ease progression, and a comprehensive understanding of 
methylation mechanisms can greatly facilitate advances 
in targeted cancer treatment options.

In this review, we encapsulate the development of 
methylation research into four basic stages, including 
identification, detection,engineering, and application 
(“IDEA”), to build a fundamental theoretical framework 
(Fig.  1) that: (1) helps establish a basic, comprehensive 
understanding of the genetic and biochemical basis of the 
regulatory and mechanistic roles of methylation modifi-
cations in cancers; (2) provides readers with a landscape 
perspective of current innovations in methylation detec-
tion and profiling; (3) cover recent efforts to engineer 
methylation profiling for different cancers and personal-
ized medicine approaches; and (4) summarize advances 
in methylation detection for clinical diagnostic marker 
development for various cancers. Approaching methy-
lomics investigation from these four different directions 
can guide future research addressing both the fundamen-
tal biological roles of methylation as well as their devel-
opment as diagnostic indicators, and eventually potential 
therapeutic interventions for cancers.

Identification: methylation modifications 
in tumorigenesis
Methylation marks targeting DNA, RNA, or histones 
have all been identified as oncogenic drivers through 
the dysregulation of various biological processes [24]. 
DNA methylation (DNAm) is one of the most common 
and well-studied epigenetic modifications, in which a 
methyl group (CH3) is added to the 5′position of cyto-
sine residues (5-methylcytosine, 5mC) via DNA methyl-
transferase (DNMT) activity targeting CpG sites [25]. In 
mammals, most CpG sites in the genome are methylated, 
including those within gene bodies. The human genome 
contains about 30,000 CpG islands, 70–80% of which 
are methylated under physiological conditions [26]. The 
dynamics of DNAm are mediated by three overarch-
ing types of DNA methyltransferase, including those 
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responsible for de novo methylation (e.g., DNMT3A and 
DNMT3B), those catalyzing demethylation (e.g., TET1, 
TET2, and TET3), and proteins mediating the dupli-
cation of the methylation landscape on newly synthe-
sized strands during DNA replication (e.g., DNMT1 and 
UHRF1) [27]. Deficiency for a DNMT can cause severe 
developmental defects resulting in early embryonic 
lethality [28]. DNA methylation is actively involved in 
mammalian embryogenesis and is essential in repressing 
germline-specific genes. Notably, DNA methylation pro-
files undergo two waves of reprogramming, first during 
fertilization, then again in primordial germline cell speci-
fication [28].

RNA methylation has recently emerged at the frontier 
of epigenetic research. Unlike DNA and histone meth-
ylation, RNA methylation (including mRNA, miRNA, 
and lncRNA) undergoes a more complex modification 
process, which can occur post- or co-transcriptionally 
[29]. Considered the most abundant chemical modifica-
tion on mRNA and ncRNAs in humans [30], N6-methyl-
adenosine  (m6A) marks are generated by the transfer of a 
 CH3 to the N6-position of adenosines in the RRm6ACH 
(where R = G or A, and H = A, C or U) recognition motif 
[31]. These marks have been shown to perform essential 
functions in regulating a wide range of cellular processes, 
including RNA maturation, transcription, and translation 

[32]. Similar to DNA and histone methylation,  m6A 
modifications are reversible, but are instead coordi-
nated by  m6A RNA methyltransferase complex (WTAP–
METTL3–METTL4–KIAA1429–RBM15) [33, 34] and 
 m6A RNA demethylases (FTO, ALKBH5) [31]. Evidence 
supports that dysregulation of  m6A enzymes can dis-
rupt biological functions [35], affecting gene expression 
and cellular differentiation via modulations of various 
target genes (e.g., circMDK and piRNA-30473) [36, 37] 
and post-transcriptional RNA-related cellular pathways 
(e.g., degradation of  m6A-marked transcripts and mRNA 
metabolism) [32, 38], inducing the activation of onco-
genic signaling pathways to promote cell proliferation, 
migration, and invasion [37].

Histone methylation is an essential regulatory mecha-
nism in numerous biological processes through control 
of transcription and replication [39]. The nucleosome 
structure is comprised of an octameric histone pro-
tein complex that includes two dimers (H2A–H2B) and 
one tetramer (H3–H4) that are wrapped with genomic 
DNA [40]. Methylation of histone 3 at lysine 4 (H3K4) 
or lysine 9 (H3K9) are among the most highly conserved 
and well-studied epigenetic marks; these modifications 
are catalyzed by histone methyltransferases (HMTs) 
and removed by histone demethylases (HDMs) [41]. 
Lysine residues can be mono-, di-, or tri-methylated via 

Fig. 1 The fundamental theoretical framework “IDEA” of methylation development. The framework for this review is organized into four basic 
aspects of methylomics research, including (1) identification of methylation modifications on various causal genes, RNAs, or chromatin regions 
and their associated regulatory mechanisms; (2) conventional and advanced methods of methylation detection techniques; (3) engineering new 
methods, especially CRISPRoff/on and methylation-targeted agents, for manipulating methylation marks as a possible therapeutic or research 
strategy; and (4) current and future application of methylation markers or methylomics profiling in clinical settings, such as cancer diagnostics 
or possible future targeted interventions for cancer
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lysine-specific HMTs (KMT1A/B/C, 2A, etc.) or dem-
ethylated by lysine-specific HDMs (KDM1A/LSD1) [42]. 
Depending on the position and methylation status, spe-
cific histone methyl marks on lysine (K) and arginine 
(R) residues exert either positive or negative regulatory 
effects on gene expression [41], with H3K4 (H3K4me3) 
and K36 (H3K36me3) trimethylation linked to transcrip-
tional activation, and H3K9me2 and K27me3 methyla-
tion associated with repression [43]. It should be noted 
that aberrant regulation of HMT or HDM expression can 
induce genome-wide alterations in histone methylation 
status, consequently affecting the expression of onco-
genes or tumor-suppressor genes, potentially leading to 
tumorigenesis [44, 45].

Detection: methylation‑based research techniques
Detecting methylation status has emerged as a highly 
effective strategy in basic research to understand the 
mechanisms underlying various processes and patho-
logical conditions, as well as providing valuable clini-
cal diagnostic information. To this end, a wide range of 
techniques are available for methylation-based research, 
which can be roughly divided into genome-wide 

methylomics and site-specific methylation detection. 
Omics-based techniques include a variety of sequencing 
technologies, such as reduced representation bisulfite 
sequencing (RRBS), whole genome bisulfite sequencing 
(WGBS), hydroxymethylated DNA immunoprecipita-
tion sequencing (hMeDIP-Seq), and methylated RNA 
immunoprecipitation and deep sequencing (MeRIP-seq). 
Single-cell methylation sequencing is an omics-based 
technological breakthrough for characterizing the meth-
ylation landscape at single-cell resolution. Site-specific 
methylation detection mainly comprises quantitative 
methylation-specific PCR (qMSP), chromatin immuno-
precipitation-quantitative real-time PCR (ChIP-qPCR), 
and methylated RNA binding protein immunoprecipita-
tion-quantitative real-time PCR (MeRIP-qPCR) (Fig. 2).

Reducedrepresentation bisulfite sequencing (RRBS)
Reduced representation bisulfite sequencing (RRBS) 
characterizes differential methylation patterns at 
genome-wide CpG-enriched sites in promoter regions 
[46]. In this approach, bisulfite sequencing fixes 
methylation status by sulfide cross-linking, then tar-
gets DNA fragments of a specific size range, cut by 

Fig. 2 Classification of methylation-based research techniques. The cutting-edge research techniques for studying methylation can be categorized 
into two groups: genome-wide methylomics and site-specific methylation detection. The genome-wide group mainly includes RRBS, WGBS, 
hMeDIP-seq, MeRIP-seq, and Single-cell methylation sequencing. The site-specific group comprises profiling methods of qMSP, MeRIP-qPCR, 
and ChIP-qPCR. The input sample type and the schematic of each novel technique are illustrated in the graph
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restriction endonucleases, for sequencing to evalu-
ate DNA methylation levels on CpG islands across the 
genome [47]. RRBS was introduced and developed by 
Meissner et al. [48] in 2005, and typically uses the BgIII 
restriction endonuclease to generate fragments for 
sequencing. Since then, RRBS has been widely adopted 
in research and further optimized through higher effi-
ciency MspI to improve CpG enrichment and high 
throughput sequencing to increase promoter coverage 
[49]. In 2015, RRBS was first applied to determine DNA 
methylation status at a single-cell scale [50, 51], facili-
tating investigations of transcriptional and phenotypic 
heterogeneity. RRBS is now prevalent in the research 
and development of cancer and other disease-related 
biomarkers. For instance, RRBS was used to map DNA 
methylation profiles in a cohort of 1538 breast cancer 
patients and subsequently correlate DNA methylation 
status with tumorigenesis, thus indicating its prognos-
tic potential of these marks [52]. Similarly, RRBS has 
been used to identify differentially methylated (i.e., dif-
ferentially regulated) genes in lung cancer [53]. RRBS 
has also been used to characterize the distinct DNA 
methylation landscape associated with type 1 diabetes 
in neonatal umbilical cord blood [54].

Innovations in RRBS will expand its application in 
complex neurological, autoimmune, and tumor-related 
diseases. Recent optimization studies have improved 
genomic coverage and enhanced the extrapolation of 
transcriptional subtypes, MGMT promoter methyla-
tion, and glioma CpG island methylation phenotype for 
clinical tumor samples [55]. Extended representation 
bisulfite sequencing, XRBS, was developed as a low-
input strategy for targeted DNA methylation sequenc-
ing that enables methylation detection on noncoding 
regulatory elements [56]. This approach uses an opti-
mized MspI enzyme that introduces sample-specific 
barcodes to expand enhancer and CTCF binding site 
coverage, increasing the promoter region capture rate 
[56]. Another variation, double-enzyme RRBS (dRRBS) 
utilizes MspI with ApekI to increase coverage of CpG 
sites for better detection of DNA methylation. cfDNA-
RBS (cfDNA-reduced representation bisulfite sequenc-
ing), a technology that selectively collects DNA at both 
ends of CCGG sites and employs bisulfite sequencing to 
discover CG site methylation information at high depth 
and single-base resolution [57], was developed to over-
come the limitations of insufficient coverage in CpG 
island, enhancer regions, and CTCF binding sites in 
RRBS. This method is considered the most suitable for 
investigating DNA methylation biomarkers in tumor 
research due to its ability to encompass a broader range 
of gene regulatory regions and its compatibility with 
small sample sizes [58].

Whole genome bisulfite sequencing (WGBS)
Whole genome bisulfite sequencing (WGBS) was first 
proposed by Frommer et  al. [59] in 1992 as an innova-
tive approach for mapping methylation profiles at single 
base resolution, which has become the gold standard 
approach for detecting DNA methylation. In this tech-
nique, unmethylated cytosines in genomic DNA are 
converted to uracils through bisulfite treatment, while 
methylated cytosines remain unaffected. Genome-wide 
methylation levels and sites are subsequently distin-
guished by whole genome sequencing [59]. Its wide 
detection range and high-throughput features have led 
to the use of methylation mapping by WGBS in clinical 
diagnostic applications for human diseases. For instance, 
WGBS was used to identify three differentially methyl-
ated regions (Dlgap1, TMEM51, and Eif2ak2) in brain tis-
sues of Alzheimer’s disease model mice [60]. Similarly in 
mice, WGBS was used to establish hydroxymethylation 
profiles for progressive stages of cervical cancer to screen 
for potential epigenomic biomarkers [61]. More recently, 
Magenheim et  al. [62] utilized  WGBS to obtain  methy-
lome profiling in human alveolar and bronchial epithe-
lial tissue. Despite its distinct advantages, such as broad 
coverage of methylation sites and reduced interference by 
repetitive regions, SNPs, and other factors [63], WGBS 
also has drawbacks, most notably its poor accuracy in 
sequence alignment and low alignment rates. To address 
these issues, Li et  al. [64] developed Guide Positioning 
Sequencing (GPS) for detecting aberrant DNA methyla-
tion, providing improved cytosine coverage (up to 96%) 
and alignment rates as high as 82.3%, which may lead to 
its wider adoption in future research. Moreover, as an 
extension of WGBS, Micro DNA-WGBS has been devel-
oped to effectively reduce the amount of sample input 
required by optimizing the sample processing to reduce 
genomic DNA degradation, thus improving the library 
construction and sequencing process [65]. This advance-
ment makes it well-suited for detecting small cell popula-
tions or working with limited amounts of DNA samples, 
such as mammalian preimplantation embryos or mini-
mal human biopsy specimens. Gao et  al. [66] success-
fully utilized this technique to construct a genome-wide 
methylation map during the development of primate pre-
implantation embryos using only 100 cells of DNA.

Hydroxymethylated DNA immunoprecipitation 
sequencing (hMeDIP‑Seq)
hMeDIP-Seq is a method that utilizes immunoprecipita-
tion with 5′-hydroxymethylcytosine (5hmC) antibodies 
to selectively enrich DNA segments that have under-
gone hydroxymethylation in the genome. Zhu et al. [67] 
employed hMeDIP-seq to construct whole-genome 
DNA methylation and hydroxymethylation profiles of 
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colorectal cancer tissues and their corresponding nor-
mal tissues. Qi et  al. [68] used hMeDIP-seq to examine 
the changes in 5hmC that occur during carcinogenesis 
in the urogenital system, which includes the prostate, 
urinary tract epithelium, and kidneys. They verified that 
5hmC was distributed in urogenital tissues in a tissue-
specific manner. hMeDIP-Seq has the advantages of high 
resolution and whole-genome coverage, making it widely 
applicable in studying the relationship between hydroxy-
methylation and diseases.

Methylated RNA immunoprecipitation and deep 
sequencing (MeRIP‑seq)
N6-Methyladenosine  (m6A) methylation is an essential 
epigenetic modification in post-transcriptional regula-
tion. This reversible process occurring on mRNAs entails 
methyl group substitution of the N6 amino hydrogen in 
adenosines mediated by the METTL3/METTL14 meth-
yltransferase complex [69]. METTL14 was recently iden-
tified as a pro-tumorigenic factor in prostate cancer that 
could potentially serve as a prognostic marker and thera-
peutic target [70].

Genome-wide profiles of  m6A sites and methylation 
levels can be obtained by methylated RNA immuno-
precipitation and sequencing (MeRIP-seq). After RNA 
extraction and fragmentation,  m6A-specific antibod-
ies are used to capture  m6A-modified RNA fragments, 
which are then reverse-transcribed and sequenced [71]. 
This approach has emerged as a powerful tool for map-
ping  m6A-methylated RNA, and is now widely used in 
research on cancers, cardiovascular diseases, metabolic 
disorders, and embryonic development. For example, 
MeRIP-seq was used by Hu et al. [72] to characterize the 
ALKBH5-PKMYT1-IGF2BP3 regulatory module in gas-
tric cancer metastasis, laying a foundation for further 
exploration of possible therapeutic targets.

Single‑cell methylation sequencing
Currently, sequencing-based methylation profiling meth-
ods typically require a large number of cells per experi-
ment, which consequently hinders studies of rare cell 
populations and intercellular heterogeneity [73]. How-
ever, this obstacle has been largely overcome through 
advances in single-cell RNA sequencing that enabled 
epigenomic analysis of diseases at single-cell resolution 
[74]. Single-cell methylation sequencing, which depends 
on either restriction digestion [including methylation-
insensitive and methylation-sensitive restriction enzymes 
(MSRE)] or post-bisulfite adaptor tagging (PBAT) [75], 
has become a critical methylome profiling tool for study-
ing cellular heterogeneity. Its schematic encompasses 
single-cell isolation (including flow cytometry [76] and 
microfluidic devices [77]), cell lysis, followed by either 

the methods of enzyme digestion or PBAT, and subse-
quently undergoes amplification and sequencing. The 
enzyme digestion-based single-cell method, such as 
scRRBS, RSMA, and scTAM-seq, involves the specific 
recognition and cleavage of DNA strands using restric-
tion endonucleases, e.g., MspI [78], whereas the PBAT 
profiling technique, such as scWGBS, starts directly 
with bisulfite conversion, then followed with amplifica-
tion and sequencing [79]. Smallwood et al. [75] reported 
single-cell detection of genome-wide methylation levels, 
reaching CpG coverage of 48.4%, via Single Cell Whole 
Genome Bisulfite Sequencing (scWGBS), to study embry-
onic development and tumor heterogeneity in mouse 
oocytes. Similarly, scWGBS was used to characterize 
dynamic changes in de novo methylation and demeth-
ylation levels at single-cell resolution during early human 
embryonic development [80].  In addition to scWGBS, 
single-cell-scale technologies for methylomic profil-
ing such as scRRBS, restriction enzyme-based single-
cell methylation assays (RSMA), and single-cell targeted 
analysis of methylome sequencing (scTAM-seq) have 
also been used in studies of embryonic development, cel-
lular heterogeneity, pre-implantation genetic diagnosis, 
and potential cancer therapeutics, among other research 
topics.

Quantitativemethylation‑specific PCR (qMSP)
Quantitative methylation-specific PCR (qMSP) is a 
fast, cost-effective, sensitive, and specific technique for 
investigating the methylation status of tumor suppres-
sor genes. This method is based on bisulfite conversion 
followed by amplification with methylation-specific 
primers. QMSP has a wide range of clinical applications 
and is effective in testing aberrant methylation in the 
early diagnosis of tumors [81], such as methylated Sep-
tin9 (mSEPT9) in colorectal cancer or mRNF180 with 
mSEPT9 in gastric cancer [82]. Similarly, a variant of 
qMSP was first developed by Song et al., who used RT-
qPCR with methylation-specific primers to screen for 
aberrant methylation patterns at specific methylation 
sites and validated mSEPT9 as a marker for detecting 
colorectal cancer in clinical samples [83]. More recently, 
the combination of methylation and protein markers 
mRNF180, mSEPT9, and CA724 showed an overall sen-
sitivity of 68.6% for detecting early-stage gastric cancer in 
a prospective cohort study of 518 patients [82]. QMSP is 
currently used in clinical, blood-based methylation assays 
for early cancer diagnosis, and shows potential for fur-
ther development in prognosis, evaluation of postopera-
tive efficacy, and monitoring of postoperative recurrence.
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Methylated RNA binding protein 
immunoprecipitation‑quantitative real‑time PCR 
(MeRIP‑qPCR)
Methylated RNA binding protein immunoprecipitation-
quantitative real-time PCR (MeRIP-qPCR) is a variation 
of MeRIP that incorporates qPCR to measure mRNA 
methylation levels. In this technique,  m6A-marked RNAs 
are immunoprecipitated, purified with  m6A antibod-
ies, and subjected to reverse transcription and qPCR to 
assess their methylation status [84, 85]. In work by Liu 
et  al. [84], MeRIP-seq analysis was used to detect  m6A 
enrichment near stop codons in HCC versus HCC-
adjacent tissues, which revealed CTNNB1 as a target 
of METTL3-mediated  m6A modification, then used 
MeRIP-qPCR to verify CTNNB1 modification under 
various conditions in subsequent experiments [84]. Fur-
thermore,  m6A-MeRIP-seq and meRIP-qPCR were used 
to determine the mechanism by which the METTL3/
ZMYM1/E-cadherin signaling pathway promotes epithe-
lial–mesenchymal transition and regulates the metastatic 
progression in gastric cancer cells [86].

Chromatin immunoprecipitation‑quantitative real‑time 
PCR (ChIP‑qPCR)
Chromatin immunoprecipitation-quantitative real-
time PCR (ChIP-qPCR) is a well-established method 
for assessing protein–chromatin interactions at known 
binding sites, such as transcription factor (TF) bind-
ing to DNA. This technique uses antibodies to enrich 
DNA fragments with histone modifications to deter-
mine modification status and quantify TF occupancy 
at promoter regions [87]. For example, ChIP-qPCR was 

recently used to study the role of histone lactylation in 
the metabolic regulation of gene expression by detect-
ing H3K18la enrichment at the YTHDF2 promoter. 
This analysis showed that the oncogene, YTHDF2, is 
upregulated by H3K18la modification [88]. Similarly, 
chromatin immunoprecipitation sequencing (ChIP-
seq) can be used to map DNA-binding proteins and 
histone modifications across the genome at relatively 
high resolution, and is thus an effective tool for methyl-
ation profiling in conjunction with ChIP-qPCR. ChIP-
seq analysis of H3K4, H3K36, and H3K79 methylation 
sites revealed a role of H3K79 methylation in regulating 
cisplatin resistance in ovarian cancer via C/EBPβ and 
DOT1L [89].

Engineering: “artificial” methylation 
for therapeutics and research
Several methods have been developed for manipulat-
ing methylation status in vitro and in vivo. Identifying 
additional methylation markers in tumors may not out-
weigh the benefits of utilizing methylation as a precise 
engineering tool to artificially manipulate key genes for 
clinical purposes. Recent FDA approval of methylation-
targeted drugs, along with new strategies for inducing 
gene silencing or activation through epigenetic editing, 
especially CRISPRoff/on, may revolutionize targeted 
methylation-based therapeutic applications in clinic 
(Table 1).

Table 1 Characteristics of “artificial” methylation for the6rapeutics and research

Methods Methylation 
modification

Function Conclusion References

CRISPRoff/
on

Addition/
removal 
of methyl 
group

• Gene-editing technology, manipulating the methylation 
landscape
• Silencing/activating gene expression
• High specificity and durable, long-term, and heritable 
genetic effects
• Anti-tumor/potential therapeutic effects and treatments 
of neurodegenerative diseases

[90, 91]

Meth-
ylation-
targeted 
agents 
(MTA)

Deletion 
of methyl 
group

• 5-Azacytidine and decitabine to treat MDS and AML
• Combination treatment with the DNMTi and SGI-110, sug-
gesting strong clinical potential for preventing the recur-
rence of ovarian cancer
• Bidirectional targeting of histone methylation: tazem-
etostat for treating metastatic or advanced epithelioid 
sarcoma; CC-90011 for advanced solid tumors or relapsed/
refractory marginal zone lymphoma

[92–98]
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The off‑targets of clustered regularly interspaced 
short palindromic repeats gene editing (CRISPRoff)
The Off-targets of Clustered Regularly Interspaced Short 
Palindromic Repeats (CRISPRoff) is a relatively recent 
gene-editing technology based on CRISPR-Cas9 that can 
be used to modulate gene function by manipulating the 
methylation landscape to alter gene expression without 
changing genome sequence [90]. Developed by Nuñez 
and colleagues in 2021 as a programmable methylation 
editor fusion protein, comprising the ZNF10 KRAB, 
Dnmt3A, and Dnmt3L domains with catalytically inac-
tive Cas9 (dCas9), CRISPRoff mediates the methylation 
of specific DNA sites targeted by a single guide RNA 
(sgRNA) to silence gene expression [90]. Researchers 
have made advancements in the development of CRIS-
PRon techniques by leveraging the targeting capability 
of sgRNA and dCas9 complex, subsequently fusing DNA 
demethylase to dCas9, thereby facilitating the reversal of 
the epigenetic gene editing effect associated with CRIS-
PRoff. This innovative approach holds great promise for 
advancing our understanding of epigenetic regulation 
and opens up new avenues for manipulating gene expres-
sion patterns using the highly versatile CRISPR-Cas9 sys-
tem [90]. CRISPRoff confers relatively high specificity in 
silencing genes, even genes lacking CpG islands. Through 
this targeted DNA methylation, CRISPRoff initiates 
durable, long-term, and heritable genetic effects that 
can withstand up to 450 cell passages and stem cell dif-
ferentiation. Moreover, CRISPRoff was shown to confer 
pronounced anti-tumor/potential therapeutic effects in 
induced pluripotent stem cells (ipsCs), HeLa cells (HeLa), 
human osteosarcoma cells (U2OS), chronic myeloid leu-
kemia cancer cells (K562), and other cells lines [90, 91]. 
Notably, CRISPRoff was used to suppress the expression 
of Tau, a microtubule-associated protein linked to Alz-
heimer’s disease, in vitro, supporting its further explora-
tion for treatments of neurodegenerative diseases [90]. In 
future and ongoing work, CRISPRoff-mediated silencing 
activity will undergo further development and optimiza-
tion, especially in sgRNA targeting, which will inevitably 
expand its value for research and potential therapeutic 
application.

Methylation‑targeted agents(MTA)
Epigenetic-based therapies rely on the transcriptional 
regulatory effects of methylation modifications on DNA, 
histones, or miRNAs. At present, two types of DNA 
methyltransferase (DNMT) inhibitors, including 5-aza-
cytidine and decitabine, have been approved by the US 
FDA to treat myelodysplastic syndromes (MDS) and 
bone marrow acute myeloid leukemia (AML). 5-Aza-
cytidine and decitabine act on DNA methyltransferases 
to reduce their catalytic activity, hence hampering the 

process of DNA methylation, ultimately leading to a 
slowdown in tumor cell proliferation. It should be noted 
that these non-specific DNA methylation inhibitors do 
not directly remove pre-existing methylation modifica-
tion. Rather, their primary function is to impede further 
methylation events from taking place [92, 93].

The earliest recognized mechanism of action for these 
drugs involves competitive inhibition of DNMT binding 
with DNA, which consequently prevents methylation of 
the promoter regions of tumor suppressor genes [94]. 
A phase 3 trial of 472 AML patients ≥ 55 years old who 
were in remission after induction chemotherapy found 
that oral azacytidine maintenance therapy could signifi-
cantly extend overall and relapse-free survival times com-
pared to the placebo, but was accompanied by side effects 
of gastrointestinal symptoms and neutropenia [95]. Fur-
thermore, combination treatment with the DNMTi and 
SGI-110 (guadecitabine), the second-generation hypo-
methylating prodrug of decitabine, can suppress tumo-
rigenesis and promote epigenetic re-sensitization to 
platinum-based drugs, suggesting strong clinical poten-
tial for preventing recurrence of ovarian cancer [96].

Alternatively, bidirectional targeting of histone meth-
ylation is another strategy of recent cancer therapies, 
such as hypomethylation through inhibition of the his-
tone methylase, EZH2, or hypermethylation via inhibi-
tion of the histone demethylase, LSD1. Tazemetostat, 
a first-in-class EZH2 inhibitor, was approved in 2020 to 
treat metastatic or advanced epithelioid sarcoma, and 
has been shown to attenuate tumor growth and activate 
the immune response in bladder cancer [97]. By contrast, 
CC-90011, the first reversible LSD1 inhibitor, recently 
entered a first-in-human phase I trial to evaluate its 
safety, efficacy, and pharmacokinetics in a cohort of 69 
patients with advanced solid tumors or relapsed/refrac-
tory marginal zone lymphoma. Thus far, reports indi-
cate that the reversible mechanism of CC-90011 confers 
apparently higher safety compared to that of irreversible 
LSD1 inhibitors [98].

In addition to these advances in therapeutic targeting 
of DNA and histone methylation, RNA methyltrans-
ferases may also serve as effective therapeutic targets, 
based on their elevated expression and miRNA meth-
ylation levels observed in gastrointestinal cancer cells. 
Currently, research efforts focusing on miRNA methyl-
transferases may yield effective therapeutic agents for 
treating gastrointestinal cancers.

Application: clinical application of methylation 
in malignancies
Changes in methylation patterns have been shown to 
silence tumor suppressor genes or activate oncogenes 
through hyper- or hypomethylation. DNA methylation 
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in the promoter region can prevent the binding of 
transcription factors, leading to the down-regulation 
of transcription or gene silencing, whereas genes with 
hypomethylated promoter regions exhibit increased 
expression [99]. It is commonly observed that tumor-
suppressor genes undergo transcriptional silencing 
through promoter hypermethylation in cancer [18]. 
Moreover, studies have revealed significantly higher 
levels of methylation in benign tissue compared to 
malignant tissue [100], suggesting that hypermethyl-
ated CpG regions are more susceptible to mutations 
than their normally methylated counterparts [101].

To date, several methylation markers have been dis-
covered relevant to a broad range of cancers, such as 
lung cancer (LC), colorectal cancer (CRC), gastric can-
cer (GC), hepatocellular carcinoma (HCC), and esoph-
ageal cancer (EC), although relatively few are adopted 
for clinical diagnostics. However, recent studies indi-
cate that the potential for DNA methylation markers 
is steadily growing in in  vitro diagnostics and preci-
sion medicine through innovations in early detection, 
diagnosis, and whole-course management of tumors 
(Fig.  3). Besides, RNA methylation modifications, 
including 6-methyladenosine  (m6A), 5-methylcytosine 
 (m5C), and 1-methyladenosine  (m1A), are also closely 
associated with tumorigenesis, among which  m6A RNA 

methylation is the most common and abundant post-
transcriptional modification in eukaryotes.

Lung cancer
Lung cancer (LC) is the leading cause of cancer-related 
mortality worldwide, accounting for about 1.8 mil-
lion deaths in 2020 [102]. Although comprehensive 
treatment regimens, including surgery, chemotherapy, 
immunotherapy, and targeted therapy, have significantly 
improved overall survival, prognosis remains relatively 
poor because the large majority of LC cases are already in 
the advanced stage when diagnosed, indicating an urgent 
need for reliable early detection and screening among 
high-risk individuals. Recent advances in epigenetic bio-
markers have made such early screening for LC feasible. 
High-frequency methylation profiles have been reported 
for several cancer-specific genes, including SOX17, 
TAC1, HOXA7, CDO1, HOXA9, and ZFP42, in both 
preoperative plasma and sputum samples from lymph 
node-negative stage I and IIA non-small cell lung cancer 
(NSCLC) patients [103]. Moreover, HIST1H4F, putative 
universal-cancer-only methylation (UCOM) marker, was 
found to be hypermethylated in various tumors, includ-
ing LC, suggesting a role in tumorigenesis in general, as 
well as a target for early screening and diagnosis [104]. 
Additionally, the epigenetic regulatory mechanisms of 

Fig. 3 Overview of cancer-associated methylation markers. Several methylation markers have been discovered relevant to a broad range 
of cancers, such as lung cancer (LC), colorectal cancer (CRC), gastric cancer (GC), hepatocellular carcinoma (HCC), and esophageal cancer (EC)
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non-coding RNAs and histone modifications have been 
linked to LC pathogenesis. Chen et  al. [105] found that 
disruption of  m6A RNA methyltransferase activity by 
METTL3 due to its SUMOylation can result in onco-
genic dysregulation of its target genes. Yuan et al. [106] 
found that increased histone H3 lysine 36 (H3K36) meth-
yltransferase activity by NSD3, a major 8p11-12 ampli-
con-associated oncogenic driver, is a crucial regulator of 
tumorigenesis in lung squamous cell carcinoma (LUSC), 
but also confers therapeutic susceptibility to bromodo-
main inhibition [106].

Colorectal cancer
Colorectal cancer (CRC) is one of the most prevalent 
malignancies worldwide. In recent years, changes in life-
styles and dietary habits have resulted in a steady increase 
in the disease burden of CRC [102]. According to GLOB-
OCAN 2020, IARC , CRC is now the third most common 
cancer and second most common cause of cancer-related 
death globally [102]. In 2014, the FDA approved a stool-
based CRC screening test  (Cologuard®), which mainly 
targets the methylation markers, NDRG4 and BMP3 
[107]. Among them, NDRG4 is a tumor suppressor gene 
that inhibits cell proliferation and PI3K-AKT activity, 
while BMP3 is a growth factor that prevents colorectal 
tumorigenesis via the ActRIIB/SMAD2 and TAK1/JNK 
signaling pathways [108, 109]. In most CRC patients, 
both genes are inactivated due to aberrant hyper-methyl-
ation [110], and are therefore attractive diagnostic mark-
ers for CRC screening.

Septin9 is a structural protein involved in cytokine-
sis, and its abnormal methylated status (mSEPT9) often 
accompanies the early occurrence and development of 
CRC. Its use as an early diagnostic marker of CRC was 
validated by QMSP in plasma samples of a cohort of 
1031 subjects, with a sensitivity of 76.6% and specificity 
of 95.9% [111]. In 2016, a plasma-based CRC test tar-
geting Septin9 as the primary methylation marker (Epi 
 proColon®) subsequently received FDA approval. In a 
later study of 184 CRC patients, Bergheim et  al. [112] 
showed that Septin9 methylation had a sensitivity of 
84.2% (155/184) in detecting CRC, and that methylation 
level was related to tumor size, lymph node invasion, and 
metastasis.

In addition to the above markers, SDC2 methyla-
tion (mSDC2) has also been established as an alterna-
tive marker for CRC diagnosis that is effective using 
stool samples. Han et al. [113] reported that a sensitivity 
and specificity of 90.2% for CRC (stage 0 to IV) diagno-
sis with mSDC2, although detection rates for advanced 
and non-advanced adenoma were relatively low at 66.7% 
and 24.4%, respectively. Using genome-wide methyla-
tion microarrays in cfDNA samples of 156 metastatic 

CRC patients, Barault and colleagues identified five other 
cancer-specific methylation markers, including EYA4, 
GRIA4, ITGA4, MAP3K14-AS1, and MSC, that can be 
informative of tumor burden under different therapeu-
tic regimens [114]. More recently, hypermethylation of 
PDX1, EN2, and MSX1 were positively linked to CRC 
progression in RNA-seq analysis, suggesting their poten-
tial for development as prognostic markers of CRC [115].

Gastric cancer
As the fifth most common cancer worldwide, gastric 
cancer (GC) is a highly heterogeneous complex disease 
with characteristically high malignancy and poor prog-
nosis that poses a serious threat to human health [102]. 
Aberrant methylation levels of RNF180 and Septin9 are 
closely related to GC occurrence, based on observa-
tions of increased methylation in clinical plasma sam-
ples. RNF180 is an E3 ubiquitin ligase that functions as 
a tumor suppressor by inhibiting growth, proliferation, 
and migration in GC cells, but can have pro-tumorigenic 
effects when hypermethylated [116, 117]. Cheung et  al. 
[118] found irregular hypermethylation of the RNF180 
promoter in approximately 56% of GC patients, com-
pared to no RNF180 methylation in healthy controls. 
Similarly, RNF180 (mRNF180) methylation levels were 
significantly higher in GC tumor tissues compared with 
that in adjacent non-tumor tissues [119]. The combina-
tion of mRNF180 and mSeptin9 markers can be effective 
for diagnosing GC. In a prospective cohort study of 518 
GC patients, the mRNF180/mSEPTIN9/CA724 marker 
combination provided a sensitivity of 68.6%, which was 
markedly higher than that of previously established 
markers, such as CA19-9, CEA, and CA242, with approx-
imate sensitivities of 20%, 18%, and 10%, respectively 
[82].

In addition, gastric cancer can be classified into 
four subtypes based on the TCGA network, includ-
ing Epstein–Barr virus (EBV)-positive, microsatellite-
unstable/instability (MSI), genomically stable (GS), and 
chromosomal instability (CIN) [120]. Among them, the 
EBV subtype has characteristically high, aberrant meth-
ylation levels, possibly due to the activation of latent 
promoters during the virus replication cycle in infected 
cells [121, 122]. Notably, the TFAP2E promoter region 
is hypermethylated in EBV-positive GC patients; like-
wise, CDKN2A tumor suppressors are hypermethyl-
ated in MSI-associated GC patients [123]. It deserves to 
be mentioned that abnormal methylation of the CDH1, 
MGMT, and COX2 genes has also been reported in 
GC patients with Helicobacter pylori infection, while 
DOCK10, CABIN1, and KCNQ5 methylation levels have 
also been identified as promising candidate markers for 
GC screening and surveillance [124]. In addition to DNA 
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methylation, Zhang et al. [125] integrated genomic infor-
mation from 1938 gastric cancer samples to comprehen-
sively evaluate the  m6A modification pattern, revealing 
that the dysregulation of  m6A regulatory factors plays a 
crucial role in the occurrence and development of gastric 
cancer. Zhuo et al. [126] also confirmed that elevated lev-
els of methyltransferase PCIF1, regulated by  m6A meth-
ylation, contribute to the worsening of gastric cancer.

Esophageal cancer
Esophageal cancer, such as esophageal squamous cell 
carcinoma (ESCC), is a common digestive tract malig-
nancy, with around 604,000 new cases and 544,000 
related deaths reported worldwide in 2020 [102]. Since 
ESCC has characteristically less severe symptoms in its 
early stages, most ESCC patients are already in interme-
diate or advanced stages at the time of diagnosis, which 
is related to the relatively lower overall 5-year survival 
rate than that of early-diagnosed cases [127]. However, 
an increased understanding of the relationship between 
ESCC tumor development and methylation has enabled 
gradual improvements in its molecular detection. In 
particular, hypermethylation of tumor suppressor genes 
has been broadly documented in EC. For instance, in a 
Chinese cohort of 91 ESCC patients, Xi et al. [128] found 
genome-wide aberrant methylation associated with the 
downregulation of 32 zinc finger family transcription fac-
tors. More specifically, 7 hypermethylated CpG sites were 
detected in the ZNF382 promoter region, in addition to 
hypermethylation of NOTCH1, JU, MLL2, PIK3CA, and 
NOTCH3, which together supported the role of abnor-
mal DNA methylation in ESCC occurrence and progres-
sion. Similarly, Ma et al. [129] discovered that SLC35F1, 
TAC1, ZNF132, and ZNF542 were significantly hyper-
methylated in ESCC, suggesting that methylation of these 
genes could potentially serve as markers of ESCC diag-
nosis and monitoring with further validation. In addition, 
metallothionein (MT) family proteins, such as MT-2A, 
are highly expressed in cancer-associated fibroblasts, 
and the methylation of MT-1 genes (MT-1A, MT-1M, 
and others) is significantly higher in ESCC samples than 
that in normal esophageal mucosa tissue [130, 131]. 
Given that the etiology of ESCC remains unclear, the 
hypermethylation status of tumor suppressor genes may 
further emerge as an effective strategy for early ESCC 
diagnosis in the future. Significant progress has been 
made in treating ESCC through the utilization of RNA 
methylation. Su et  al. [132] discovered that alterations 
in NSUN2-mediated RNA m5C methylation contributes 
to the growth of esophageal cancer via LIN28B-depend-
ent stabilization of GRB2 mRNA, which provides a new 

direction for targeted epigenetic transcriptome therapy 
in ESCC.

Hepatocellular carcinoma
Hepatocellular carcinoma (HCC), a prominent histologi-
cal subtype of primary liver cancer, accounts for more 
than 80% of all liver cancer cases. Accompanied by high 
morbidity and mortality rates, HCC is among the preva-
lent malignancies worldwide and represents the leading 
cause of death among patients with chronic liver disease 
[102]. HCC development involves a complex, multi-step 
process that may include several genetic and/or epige-
netic alterations [133]. Oussalah et  al. [134] identified a 
correlation between hypermethylation of the Septin9 
promoter region and hepatocarcinogenesis. In addition, 
some liver cancer-related methylation markers are cur-
rently used in clinical research, such as hypermethylation 
of RASSF1, IGF2, and APC, which can accurately pre-
dict poor survival in HCC patients [135]. Another study 
identified several independently hypermethylated genes 
in ctDNA collected from HCC patients, including DBX2, 
THY1, TGR5, MT1M, MT1G, INK4A, VIM, FBLN1, 
RGS10, ST8SIA6, and RUNX [136]. RNA modifica-
tions also play a crucial role in the etiology of HCC. Lan 
et  al. [137] found that the  m6A methyltransferase com-
plex regulatory element KIAA1429, guided by lncRNA 
GATA3-AS, selectively methylates and regulates GATA3 
pre-mRNA, thereby promoting the proliferation and 
metastasis of liver cancer cells. This lays the foundation 
for establishing new molecular diagnostic and therapeu-
tic targets for HCC.

Discussion
Rapid advances in methylation analysis methods over 
the past three decades have greatly expanded our under-
standing of the role of methylation in biological systems, 
especially cancers. Methylation marks are ubiquitous on 
genomic DNA, histones, and RNA, and represent a level 
of transcriptional regulatory information above that in 
primary DNA sequence. The WGBS-based sequenc-
ing platform facilitates the investigation of genome-wide 
methylation patterns, which is invaluable for characteriz-
ing cancer-associated DNA methylation patterns. In con-
trast, qMSP is a widely used, qPCR-based approach for 
site-specific detection of methylation status in early-stage 
tumors. In addition to these research tools, CRISPRoff is 
a landmark technology for high specificity gene silencing 
through targeted methylation, which can be used for func-
tional genetic analysis and studies of oncogene regulation 
and tumorigenesis, and is likely to eventually emerge as an 
effective therapeutic tool through epigenetic editing.
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It should be noted that research focus has gradually 
shifted from conventional genome-wide methylation 
detection methods that generate complex, bulk sequenc-
ing data from heterogeneous cell populations to sim-
pler, more precise detection techniques. Among these 
newer strategies, single-cell methylation sequencing can 
resolve cellular heterogeneity in the tumor microenvi-
ronment, enabling mechanistic studies of carcinogenesis 
at single-cell resolution, and providing a comprehensive 
perspective of the role of epigenetics in disease develop-
ment. Furthermore, the combination of PCR-based tech-
niques, high-throughput sequencing, and genome editing 
can drive the development of molecular diagnostics to 
improve patient outcomes in clinic.

Several integrative studies have identified differentially 
expressed genes exhibiting aberrant methylation patterns 
across multiple types of cancer [138, 139]. The transcrip-
tome directly influences the expression of downstream 
proliferation-related proteins, as well as various com-
ponents such as LncRNA, miRNA, circRNA, and other 
transcriptome biomarkers, which provides a comprehen-
sive understanding of the intricate gene regulatory net-
works in cancers [140]. However, the complexity of these 
networks and their dynamic feedback regulation neces-
sitate precise quantitative analysis. Moreover, the insta-
bility of RNA poses limitations on the clinical application 
of transcriptome markers [141]. In contrast, cancer-spe-
cific methylation markers exhibit greater sensitivity and 
stability compared to transcriptome markers, offering 
promising potential for accurate cancer diagnosis [142]. 
Aberrant methylation patterns are hallmarks of cancer, 
and methylation has become an increasingly important 
feature for cancer research and diagnosis.

Currently, most commercially available DNA meth-
ylation assay kits are qPCR-based, and rely on a com-
bination of cancer-specific biomarkers in circulating 
tumor DNAs in body fluids or other clinical samples. 
Other methylation detection strategies, such as chips 
or sequencing platforms that employ large, customized 
panels of methylation biomarkers, can provide improved 
diagnostic robustness but at a much higher cost. The 
implementation of methylation detection technologies 
in cancer research is still in its early stages, and only a 
few blood-based tools have been approved for clinical 
diagnostic application by the FDA or NMPA (in China), 
such as the Septin9 gene methylation assay for colorectal 
cancer, the RNF180/Septin9 gene methylation assay for 
gastric cancer, or the SHOX2/RASSF1A/PTGER4 gene 
methylation assay for lung cancer. New approaches based 
on methylation analysis of ctDNA may further improve 
early detection of various malignancies.

Fundamental research into types of methylation modi-
fications and their diverse physiological and pathological 

roles, i.e., the identification stage, will continue for the 
foreseeable future, especially as they pertain to cancer 
development and progression. As detection methods 
improve in accuracy and efficiency, our understanding of 
the connection between aberrant methylation patterns 
and oncogenesis will also improve, enabling the refine-
ment and engineering of methylation biomarker map-
ping specific to different cancers and personalized to the 
genomes of individual patients to accommodate their 
unique set of risk factors and medical history. Ultimately, 
this understanding will hopefully drive the application 
of these methylation profiles, or the modifications them-
selves, as clinical diagnostic tools or advanced person-
alized interventions for cancer that directly address the 
regulation of the oncogenes.
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